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INTRODUCTION

ScriptLogic Corporation, headquartered in Boca Raton,
Florida, is a leader in network administration software for
Microsoft Windows-based networks. ScriptLogic’s software
solutions are used every day on more than 3.2 million
desktops and 86,000 servers at 14,000 customer installations
around the world. ScriptLogic’s software solutions help many

different types of enterprises comply with the requirements
arising from government legislation and industry best
practices. The aim of this document is to highlight ways in
which ScriptLogic solutions can be used to implement GLBA
compliance controls in Windows-based networks.

Additional information about ScriptLogic solutions and GLBA can be found at http://www.scriptlogic.com/glba

GLBA OVERVIEW

The Financial Modernization Act, also known as the
“Gramm-Leach-Bliley Act” (GLBA), was signed into law in
1999 and includes provisions to protect consumers’ personal
financial information held by financial institutions which
include not only banks, securities firms, and insurance
companies, but also companies providing many other types
of financial products and services to consumers.

There are three principal parts to the privacy requirements:
the Financial Privacy Rule, Safeguards Rule and pretexting
provisions. The Financial Privacy Rule seeks the protection
of customers’ personal financial information by financial
institutions, while the pretexting provisions seeks to protect

consumers from individuals and companies obtaining personal
financial information under false pretenses.

It is the Safeguards Rule that is of concern to IT. The
Safeguards Rule requires all financial institutions to design,
implement and maintain safeguards to protect customer
information. In a Windows-based network, this must start
with administrative delegation in Active Directory (to ensure
only appropriate access is granted to network users), followed
by protecting the financial data itself by securing NTFS,
server registries and network shares from inappropriate
access. Additionally, GLBA requires client machines be
protected against any outside threats, such as Spyware,
worms, viruses, etc.

ADMINISTRATIVE AND TECHNICAL CONTROLS

While GLBA focuses on the proactive measures used to protect
customer information, IT should look at this protection as
a process that begins with the proactive controls, and
finishes with reactive assessment of the imposed security.
Throughout the process, ScriptLogic solutions assist in

both the implementation and assessment of security for
Windows-based networks.

Table 1 lists the controls required by GLBA and necessary
actions to be taken in order to comply with GLBA standards.

Control GLBA Section | Action Required
Security Assessment 6801(b)(1)) Evaluate Active Directory security for over-privileged users
Evaluate server security for over-privileged users
Establish Security Policies 6801(b)(1) Establish Active Directory security roles
6801(b)(3) Establish server security roles
Evaluate Security Policies 6801(b)(1) Audit Active Directory usage
Audit Server Security
Protect Against Threats 6801(b)(2) Patch desktops and servers; protect against Spyware

Table 1

Implementing GLBA Compliance Controls with ScriptLogic



SOLUTIONS SUMMARY

ScriptLogic software solutions give agencies that are No single software product can make a company compliant,
implementing internal controls in order to comply with GLBA  but software tools play an essential role in helping agencies
the tools they need to evaluate, secure and audit all aspects manage internal controls. ScriptLogic’s software solutions
of their Windows-based infrastructure. provide the power to implement, maintain and report on

internal access and security controls with minimal additional

In order to bring an agency into compliance, there are a administrative burden.
number of software solutions that need to be considered.

ScriptLogic solutions that assist with GLBA compliance include:

Active Administrator™

Comprehensive Active Directory management solution that reduces
the complexity of Active Directory security, delegation, group policies
and recoverability.

Enterprise Security
Reporter™

Reporting solution that generates instant, formatted reports on file permissions,
users, groups, group memberships, printers, file shares, password weaknesses,
security policies,and more.

Security Explorer®

Security management solution that fixes, reports, searches, cleans-up and
backs up all security settings on file servers.

Patch Authority Plus™

Distributes OS and application patches to desktops and servers to protect
against known vulnerabilities.

Desktop Authority’s
Patch Distribution
for Desktops Option

Distributes OS and application patches to desktops to protect against
known vulnerabilities in addition to Desktop Authority’s comprehensive
desktop management capabilities.

Desktop Authority’s
Spyware Detection
and Removal Option

Detects known spyware and can either quarantine or remove from desktops.

Together, these products enable companies to implement The remainder of this paper provides examples of how
controls that secure financial systems, easily maintain those  ScriptLogic solutions enable administrators to perform the
controls, as well as report on their effectiveness, thus fulfilling  necessary actions to implement GLBA compliance controls.
a key requirement of GLBA compliance.

Implementing GLBA Compliance Controls with ScriptLogic



SECURITY ASSESSMENT — GLBA SECTION 6801(b)(1)

To properly assess the risk involved with the current security
configuration in a Windows network, begin where all security
assignments in a Windows network originate from — Active
Directory (Active Directory). By checking the privileges of
administrators in Active Directory, you ensure those that

administer Active Directory have appropriate access. Once
administrators are in check, identify users that have been
granted access to resources via group membership and
assess for any inappropriate access. Lastly, validate access
rights on servers to ensure security is maintained.

Example 1: Find Over-Privileged Admins in Active Directory

ScriptLogic Solution: Active Administrator™

At the heart of almost all Windows-based networks, Active
Directory manages the security and privileges assigned to staff
within an agency. Active Administrator offers a range of
functions which enable effective management of these privileges.

For example, Active Administrator provides the ability to
generate reports on permission settings. These can be used

eatch for Active Directory PEFMISSIONS...

to identify and restrict over-privileged users, preventing

security risks such as:

— Unauthorized creation and modification of user accounts

— Changed group memberships to gain access to secured
health records

— Addition of new computers into domains

=10l |

Search Path: | LDAP: fjonZ003syr . salesdemo, localiOlU=35alasDemo, DC=salesdema, DC=local

Optionally hide default
permissions supplied in

I™ Include Defaul ACEs |

the Active Directory

Accounts  Access Types | Generic Hightsl Extended Fights | Object Elassesl
[ Include &l ACE Types in Active directory

L
Find Mow |

Stop: |

| Clzar &l |

schema, making it easier ACE Tupe
to see “extra” permissions Allow
Dery
O Inkerited Allow

Figure 1 O Inherited Deny

Creakte Report |

| Accounk

I Permissions I Applies To I ADsPath

Ohject Mame I Type
Accounting  Allow
Accounting  Allow

Accounting Repl ..
Accounting Repl ...

Read/write All Properties
Create User Objects

User Objects
This object and ...

salesdemo. localfs.
salesdermo.localfS.

This control has a direct relationship with the management of permissions within Active Directory, making Active Administrator
a vital part of any GLBA compliance strategy in a Windows environment.

Example 2: Find Over-Privileged Users in Active Directory
ScriptLogic Solution: Enterprise Security Reporter™

Enterprise Security Reporter scans a network of Windows
servers and workstations, and analyzes the results using
over 80 customizable, turn-key security reports. These
reports are vital tools to help with ensuring the “security and
confidentiality” requirement in section 6801(b)(1). These
reports also provide a formatted analysis of the security controls
in place if needed during a review of GLBA compliance.

As an example, one report from Enterprise Security Reporter
which is helpful in ensuring the security of Windows-based
systems is the Group Membership report

This highlights users who are members of groups which
automatically receive administrative privileges

Implementing GLBA Compliance Controls with ScriptLogic



SALESDEMO\Executivellserl (Executive Userl)

SALESDEMO\Domain Admins (Designated administrators of the domain)
SALESDEMO\Administrator
SALESDEMO\SLADmin (SL Admin)

SALESDEMO'\\Domain Guests (All domain guests)
SALESDEMO\Guest With Enterprise Security

SALESDEMO\Domain Users (All domain users) Reporter, it takes seconds to
SALESDEMO\AccountingRepl (Accounting Repl) produce formatted reports
SALESDEMO\accountsmgr {Accounts Manager) . . .
SALESDEMO\Administrator like this one which shows
SALESDEMO\DevelopmentUserl (Development User1) Group Memberships
SALESDEMO\Executivellserl (Executive Userl)
SALESDEMO\HRUserl (HR Userl)
SALESDEMO\krbtgt
SALESDEMO\Networkadminl (Network Admini)
SALESDEMO\SalesRepl (Sales Repl)
SALESDEMO\SLADmin (SL Admin)
SALESDEMO\SLUser (SL User)
SALESDEMO\SUPPORT_388945a0 (CN=Microsoft Corporation,L=Redmond,5=Washington,C=U%)

SAI_FSDEI'II]‘;EWEE Admins (Designated administrators of the enterprise)

Figure 2

Example 3: Find Over-Privileged Users on Servers
ScriptLogic Solution: Enterprise Security Reporter™

Another useful report — analysis of file permissions — can be  permissions which have been “added” to the inherited NTFS
run on file servers using the “Delta Permissions Reporting”  permissions. The result is that this report is an essential report
function, which only shows file and folder permissions which ~ for tracking down over-exposed files and folders, which might
differ from the parent folder to make it easier to identify all  reveal a breach of security.

Delta Permissions + NT AUTHORITY\NETWORK Allowed  Special (RWX)(RWX)(RX)
. - SALESDEMO\Domain Admins (Designated administrators of the domain)  Allowed

Reportlng enables \\JON2003SVR\C$\SHARES\USERS\securityexplorer.try\dir02.try\

you to ql“Ckly find - SALESDEMO‘\Domain Admins (Designated administrators of the domain)  Allowed

UREL el pal 59161015 | \\JON2003SVR\C$\SHARES\USERS \securityexplorer.try\dir03.try\

— this folder has - _SALESDEMO\Domain Admins (Designated administrators of the domain)  Allowed

+ SALESDEMO\GueSts Guests have the same access as members of the Allowed Change (RWXD)(RWXD)(RWXD)
y LI U

somehow ga'ned atlt, except for the Guest account which is further

access for users in r%'tncted)
the Guests group \\JON2003SVR\C$\SHARES\USERS\securityexplorer.try\dir03.try\subdir02.try\
+ SALESDEMO\Users (Users are prevented from making accidental or Allowed Change (RWXD)(RWXD}(RWXD)
intentional system-wide changes. Thus, Users can run certified
applications, but not most legacy applications)
\\JON2003SVR\C$\SHARES\USERS\securityexplorer.try\dir03.try\subdir03.try\

Figure 3

+ {5-1-5-32-547} Allowed  Full Control (All)(AI(AI)
\\JON2003SVR\C$\SHARES\USERS \securityexplorer.try\dir03.try\subdir03.try\dir03.try\
+ SALESDEMO\Users (Users are prevented from making accidental or Allowed Read & Execute (RX)(RX)(RX)

intentional system-wide changes. Thus, Users can run certified
applications, but not most legacy applications)
\\JON2003SVR\C$\SHARES\USERS \securityexplorer.try\dir04.try\
- SALESDEMO\Domain Admins (Designated administrators of the domain)  Allowed

Implementing GLBA Compliance Controls with ScriptLogic 6



ESTABLISH SECURITY POLICIES — GLBA SECTION 6801(b)(1), 6801(b)(3)

Once security vulnerabilities in Active Directory and on
servers have been identified, the goal of section 6801(b)(3) is
to “protect against unauthorized access to or use of such
records or information which could result in substantial
harm or inconvenience to any customer.” The appropriate

steps to reduce risks are to implement security policies that
can be enforced. Like the assessment tasks, the establishment
of security begins with defining roles in Active Directory,
and ends with implementing security on servers.

Example 4: Use Active Templates to Delegate Active Directory Permissions

ScriptLogic Solution: Active Administrator™

Active Administrator uses Active Template technology to
simplify control over the delegation of user rights in Active
Directory. For example, Active Templates can be used to
quickly delegate admin tasks such as the ability to update user

#5 Active Administrator™

File Security Group Paolicy  Help

@ Group Policy Histary |
% Aclive Directory Securty

ﬂ Resultant Set of Policies [RSoP) I
% Active Templates I

Group Policy Objects by Container |
(] Active Directary Auditing

information or group memberships to department managers
and junior administrators. Additionally, custom templates
can be created to define complex sets of permissions to be
assigned to individuals.

=laix| Active Templates harness the
power and granularity of

Bl Loz | Active Directory without the

53 Group Palicy Dbjects

Current Active Directory path
IVILDAP Aion2003svr. salesdema local/0U=Accounting, AU=5 alesD ema. D C=salesdemo, DC=local

complexity and guesswork of
‘ dealing with lists of user rights,

[ Managed Servers  LContainer Dbjects

R pem—m— S = and can be easily granted and

i ForeignS ecurityPrincipals

| Tupe |
2 Buitn WccounlingGroup Graup revoked. Active Templates ease
i | Computers ﬂ Accounting Hepl User . P
{&] Domain Cantiollers ﬁ Accountshgr User the )Ob Of the IT Admlnlstrator

using Active Directory by

(22 Infastructure

(22 LostandFound  Object Permissions

ensuring a consistent assignment

(A NTDS Quotas
* @ Program Data
EHE SalesDema
E@ Accounting

Owner: ID omain Admins (SALESDEMONDomain Adminz]

[ Allow inheritable permissions fram parent to propagate to this object

% Native Permissions % Active Templates Permissions

ﬁ laccountingGroup y——

I Active Template

ﬂ Accounting Repl
ﬂ AccountsMar
@ Computers

@ Development

(& Executive

#-{& Human Resources
'@ Metwork

Accounts Manager ... ﬁ Uszers - Modify all user infarmation

ﬂ Accounts Manager ... _E, Groups - Create group accounts

s € Accounts Manager
Accounts Manager ... ﬁ Groups - Delete group accounts

ﬂ Accounts Manager .8 - &

€ Accounts Marager

ﬂ Accounts Manager ... ﬁ Contacts - Cieate, delete and manage Contacts

Groups - Create, delete and manage group acc

_é, Users - Create, delete and manage user accounts

Set Dwner ..
of permissions.
| D escription: .
Modify all properties [phone numbers, etc...] Fl g ure 4

Create, delete and manage Contact objects
Create group objects within the delegated o
Create, delete and fully manage group objec
Delete group objects within the delegated o
Modify the group memberships of all group o

Each Active Template
grants or revokes one or

B Sales

L

g e «

-
»

more user permissions,

simplifying delegation

Active Administrator also makes it possible to quickly review
all delegated permissions that were set with Active Templates
by first identifying those locations that use Active Templates
with a green marker, and highlights those that have since been
modified by other changes to Active Directory by changing

Red marker 1= Frogram Lata

indicates

the marker to red. Active Administrator lets administrators
instantly re-apply the Active Template to restore the user rights,
or Active Administrator can be configured to automatically
reinforce the permissions originally assigned through an
Active Template.

T Native Permissions | & Active Templates Permissionsl

altered

Connect ko Domain Controller. ..

| Permizzion;
Fuill T bl

TFhd

permissions

ﬂ Accoun

fActive Templates

Delegate Contral. ..

ﬂ Accoun

Manage Delegated Templates. ..

Figure 5 : {9 Computers TS VDI S (T Sl no [ Repair &l Broken Templates}

F-{&8 Developme Move, .. |

H . - Create Template, .,

@ Executive Find... — F -] Program Data

@ Hurman Res Find Permissions. .. Report Active Templak EI@ S alesDema

5 Do .

(&) Network === - TERFRISE DOMaIN cON| | 5168 i

l&ccounti
€7 Accounting
-7 AccountsM
Implementing GLBA Compliance Controls with ScriptLogic 7




Example 5: Review, Clean-Up and Manage File Server Security

ScriptLogic Solution: Security Explorer®

To continue reducing “unauthorized access to or use of”
customer information as set forth by GLBA, management of
server security becomes as critical a task as the securing of
Active Directory. Because Security Explorer is focused on the
NTES, Registry and Share security settings on servers, it
dramatically eases the task of managing server security. With

Revoke permissions from the following folders...

Security Explorer, the ability to modify permissions and
ownership of files throughout a file system is absolute,
regardless of current ownership or inheritance settings.
Security Explorer can even force a standard set of permissions
down a directory tree, overwriting all existing permissions for
cleaning-up and securing file servers.

Folders: IC:'l,

Figure 6: Security Explorer

— Choose a Groupfiser from the lisk or type one in below

Ll 1x

. List Marnes From: ICurrent ohject permissions j Show Users | Refresh I
also has the ability to remove T T Descrintion l
all permissions associated EEFRUTL TN Administrators Full Cantral
. ERBUILTINsers Special
with unknown or deleted R CREATOR OWHER oot
user accounts. For example, (@ Everyone Special
this prevents access to files || == Ful Contral
from parallel Operating :
. Group/User: | Advanced user selection. .. I
Systems that may be installed | o, icsione
to revoke: IRevoke All Permissions j MI

on workstations and servers.

Revioke:

Allowy Al D eny Al

Clean out all unknow

[ ™ Revoke all unknown and deleted accounts:

deleted users from ACLs

List of Users and
Groups ko revoke:

Add to list --= |
Remove From list |

Mame

4]

| Permissions | Add/Replace

[V | Folloyy the Sindows 2000 Inhetitance model,
[~ Force permissions down entive tree (including protected objects)

oK Close

Apply Help

EVALUATE SECURITY POLICIES — GLBA SECTION 6801(b)(1)

GLBA mandates that an agency “insure the security and
confidentiality of customer records and information.” To
accomplish this, it is not enough to simply assess the current
state of security and implement new security controls; it also
means an organization would utilize the same ScriptLogic

Example 6: Audit Active Directory Usage

ScriptLogic Solution: Active Administrator™

To be aware of changes being made to your Active Directory,
Active Administrator takes analysis of Active Directory audit
logs to a new level, combining and filtering logs from all
domain controllers, storing them in a database, and
providing powerful reporting capabilities. This can be used
to track new delegations and permission changes, and who

solutions to audit the very controls they were used to
implement. This section showcases a few uses of ScriptLogic
solutions already covered initially to implement security that
can also be used to audit that same security.

made them (Figure 7). It can also be used to determine who
reset a password, changed group memberships, or performed
any other action within Active Directory. Active Administrator
allows for long term storage of audit logs without the need
for enormous Event Logs on individual domain controllers.

ting GLBA C e Controls with ScriptLogic
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Active Directory Audit Report

Summary: 8 Alert(s)

User{s): All users

Event{s) MEMADDE,' MEMAD DL, USRPWDY,' SECCHS'

Date Range: Between Sunday, May 01, 2005, and Thursday, June 30, 2005

June 21, 2005 Fig ure 7
Date/Time: Lser: Fvent:
{d 06/21/2005 03:34:26 PM  administrator [ Security - Permissions Ch q }
{SLTEST" administrator)
Desc:  The security for object 'DC=slest,DC=local' (Type='domainDMN3" was changed by 'SLTEST\Administrator’ on DC' at i
'6f21/2005 3:34:26 PM' ’ Audit any
June 1, 2005 Changes
Date/Time: Lser: Fvent: made to
[ET 06,/01/2005 04:27:55 PM  administrator Group Membership - Member Added toGlobal Group 1 R
(SLTEST", administrator) J Active
Desc:  Member '"Ch=1ohn Smith,DC=sltest,DC=local was added to 'SLTEST\Dom ain Admins' by 'SLTES T Administrator' on 'DC' at Directory

'6f1/2005 4:27:55 PM'

El 06,/01/2005 04:27:11 PM administrator ' User - Password Reset :
{SLTEST", admini

rator)
Desc:  The password for user 'SLTESTY JSmith' was reset by 'SLTEST\Administrator' on 'DC at '6/1/2005 4:27:11 PM'

Active Administrator can even send email alerts when selected events occur, for example when new users are added, or given
extra permissions, as shown in Figure 8.

Bl Event Configuration Utility

File Options Help
% Install DC Agents

Event Definitions

Enabled | Definition Mame |
Computer - Account Changed Auditing is enhanced by

* et Specific Email Address(es) configuring real-time notification
of Active Directory changes

;—j Default Email Addresses

P Figure 8

Computer - Account Delekgc
Contack - Changed

Contact - Created

antart - Neletad

Example 7: Audit Server Security Configurations
ScriptLogic Solution: Enterprise Security Reporter™
Enterprise Security Reporter (ESR) provides R Tel 1

administrators with the ability to centrally | Ieol lobs Help
capture security information on servers giervers Qiscovery Groupsl Q}EILems Eﬁaths | thions | Q ngsl
throughout the network and then generate  vicenses: [;ggg | servers: |2 ~Include the Fallowing: ——1 SelectjClear Al

reports to be used in support of any audits | [T T W Groups I Group Members
of security. ESR, shown in Figure 9, collects - - ol s 7 stended s rfomation | . |
. A Y. > g A > UEl FDC IV account Rights [~ Computer Policies
information on users, groups, printers, shares, APCLIENT3  Server [ Printers ¥ Permissions
services, registries, policies, permissions, I™ Services (™| Permissianis

¥ shares W Permissions

and more.
- Reqistry Keys = Permissions

v wolumes (Drives on servers)
¥ Folders [v Permissions
ESR comprehensively collects I Fiies W permissions

H H H H [V se Delta Permissions Reporting(tm);
Informatlon to be used to audit Securlty (RECOMMEMDED! Discover anly objects with

permissions different Fram the parent's)

" Discover Data under Public Shares Only

[¥ Set as Main Domain Conkroller
V¥ Synchronize Last Logon/Logaff Information

Add Servers | Delete Server | Delete All Servers | SEeals 252 Apply

| I:JI
:‘g T I
Database Enterprise Reparting Discovery Beqgin
Maintenance SCopes Conzole Manitaor Discovery
Impl ting GLBA Compliance Controls with ScriptLogic 9




_ Once collected, ESR reports on
Printed an 10/19/2004 5:53:44 PM .
all of the various data types
collected using pre-defined or
SALESDEMO\JON2003SVR custom reports. Figure 10 shows
o lowed ol (/ALY an example of a repprt genera.ted
+ NT AUTHORITY\SYSTEM Allowed  Full Cantral (All{AIN(AIl with ESR. The information
+ mS.ﬁ.I.EDEHJ"Lan:h';:ls {Pdrmlfhﬂur_l;{lavemleha‘}d Allowed  Full Control (AllAIN A reported on by ESR can be used
e e ar= preveted Fom making acrideniel or Allowed  Read & Execute (RIX)(RX)(RX) as documentation that proper
apolications, but not most legacy applications) v ie s
W oo \  common backgrou (e security is in place.
+ SALESDEMO\administrator Allowed  Full Cantrol {All}
- SALESDEMO!Users (Users are prevented from making accidental or Allowed o
intenticnal ide changes. Thus, Users can run certified Flgure10
L - CEFATORE MAKNER Allneed

PROTECT AGAINST THREATS — GLBA SECTION 6801(b)(2)

Even with Active Directory and servers being secured,
organizations need to address the possibility of rogue software
being run on desktops via either Spyware or attacks on known
Windows vulnerabilities. These types of software could be

Example 8: Protecting against Spyware

used to track passwords, execute code or take control of the
machine, each making customer financial information
potentially accessible. ScriptLogic solutions assist in securing
the desktop from these threats.

ScriptLogic Solution: Desktop Authority’s Spyware Detection and Removal option

In an organization with tens, hundreds, or even thousands of
desktops, a standalone anti-spyware application is not a viable
solution. Desktop Authority (DA) provides an enterprise-
scalable platform for configuring and securing desktops from

a central interface. DA’s Spyware Detection and Removal option
empowers administrators to centrally scan, remove and report
on any found Spyware utilizing DA exclusive Validation Logic
to select who will receive the configuration.

—Scan Type - Excluded Spyware

¥ Scan memory

IDefauIt j
W Scan registy
W Scan local disks
[T Scan removable disks

W active Memom Scan

|1 i E Scan Interval [Sec]

— Scan Action
Clean Action

IQuarantine j

Figure 11

4dd |

Flexible options mixed with
multiple configurations using
Validation logic equates to a

powerful enterprise-level
Anti-Spyware solution

e |

[elete |

Fininurn threat to take action

Lo j

|| Consumensare |

¥ Delete items from quarantine older than |30

days.

Guarded
Elewated
High
Severe

Implementing GLBA Compliance Controls with ScriptLogic
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0GIC @ DESKTOP

Anti-Spyware Activity

Report Parameters: Variant Last Action Start Date: 1/1/1900, Variant Last Action End Date: 12/31/3000

Threat Level: ELEVATED
Variant Name: WebSearch Category: SEARCHPAGE Last Action: 6/3/2005 12:47 PM

Description: This is a toolbar that also serves as a S8l R&He nijacker. Websearch is also related to Wintools/Huntbar. Their toolbar and FAQs
are located at hitp/iiwww.wehsearch.com

Computer Hame Infection File Name Infection Path Action Result Action Time
Settings\Administrator ANARCHY\Local
Settings\ TemptMwareDnD - 7.
Desktop Authority’s
TEST2 x.class C:\Sample Spyware\ QUARANTINE SUCCESS B/2/2005 12:47 PM

Anti-Spyware
reporting gives

Variant Name: ABetierinternet Category: ADWARE Last Action: 6/3/2005 12:47 PM o .
o - administrators a
Description: software that use popup as part of it advertising

Computer Name Infection File Name Infection Path Action Result Action Time centralized bi rd-eye

TESTZ stmireco.exe ChDocuments and QUARANTINE SUCCESS B/312005 12:47 PM i
Settings\Administrator ANARCHY\Local View Of the State Of
Settingz\ TemptMwareDnD\ their WindOWS

TEST2 wupdsnff.exe C:\Documents and QUARANTINE SUCCESS B/3/2005 12:47 PM netWOrk
Settings\Administrator ANARCHY\Local
Settings\ TemptMwareDnDh

Threat Level: HIGH
Variant Name: nCase Category: THIEFWARE Last Action: 6/3/2005 1247 PM F|g ure 1 2
Description: Mo Description

Computer Hame Infection File Name Infection Path Action Result Action Time
TEST2 180ax.exe C:\Documents and QUARANTINE SUCCESS B/3/2005 12:47 PM
Settings\Administrator ANARCHY\Local
Report Date/Time: 6/13/2005 7:25 PM Page 4 of &

Example 9: Protect against known Vulnerabilities
ScriptLogic Solution: Desktop Authority’s Patch Deployment for Desktops option

Once a patch is released by Microsoft to secure a known Patch Deployment for Desktops option, shown in Figure 13,
vulnerability, the average time it takes for an exploit to rear its  patches desktop machines based on product and patch severity
ugly head is 25 days. In order to ensure machines accessing utilizing DA’s exclusive Validation Logic to establish patch
customer financial information are secure, patching needsto  deployment granularity for testing or general availability of
take place as soon as possible, once a patch is released. DA’s  a patch.

= Patches can be selected
based on Severity or Product.
Validation Logic focuses the

IDepon individual patches

Digtribution servers

¥ 1 Critical % Automatic selection
I 23 Important  Use specific servers: patching on only those

:": 8 t‘loo‘:erate | 3 systems you want affected.
£ Mot Rated

(23 Product Filters [T If requested patches are not available on the

¥ [ Intemet Explarer distribution server. suspend the logon/logoff H
-5 (23 Microsoft Office process until they are downloaded. Flgure 13
7 03 Aecess 2000 MOTE: Thiz may delay the logon/logoff process.

¥ [ Access 2002
¥ 23 Excel 2000
¥ 3 Excel 2002

¥ [ Office 2000 x|
Deploy | Patch Mumber | Affected Products | 1] | Title -
O (306121 Intermet Explorer 5.07 (Intemet Explorer 5.01 5P2]  Intemet Explorer 5.5 MS501-051  Malformed Dotless IP Ad
O (312451 Internet Explorer B (Intemet Explorer 6 Gold]  Internet Explorer 6.0 forwf... MS01-055 13 Nowember 2007 Cum
] G313675 Internet Explorer B [Intermet Explorer 6 Gold]  Internet Explorer 6.0 forw...  MS01-058 13 December 2007 Cumir—
] G316059 Internet Explorer B (Intemet Explorer 6 Gold]  Internet Explorer 6.0 forwf... MS02-005 11 February 2002 Cunnul.
a 2318089 Internet Explorer 5.07 (Intemet Explorer 5.071 SP2]  Intemet Explorer 5.0, MS02-009  Incomect YBScrpt Handl
a @398z Internet Explorer & (Intemet Explorer 6 Gold)  Internet Explorer 6.0 for'w..  MS02-015 28 March 2002 Curnulati:
Oa Q321232 Internet Explorer & [Intemet Explorer 6 Gold)  Intemnet Explorer 6.0 for'...  MS502-023 15 Map 2002 Cumulative
a 0323759 Interet Explarer 5.071 (Intemet Explorer 5.01 5P2]  Intemet Explorer 5.0...  MS02-027  Unchecked Buffer in Goj
a (0323759 Intermet Explarer 5.071 (Intemet Explorer 5.01 5P2]  Intemet Explorer 5.0...  MS02-047  Cumulative Patch fmlitiLI
4| »
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Example 10: Patching Desktops and Servers
ScriptLogic Solution: Patch Authority Plus™

For those organizations wanting a single solution to patch
both desktops and servers, ScriptLogic’s Patch Authority Plus
is the answer. Patching servers is not limited to just OS and
applications; Patch Authority Plus, shown in Figure 14, secures

:i Patch Authority Plus
Ellz Miew Patches Machines Tools Help

even the enterprise applications you run, such as IIS, SQL
Server, Exchange, BizTalk and many more, making your entire
Windows-based network secure from known vulnerabilities.

Patch Authority Plus provides
full cycle patch management

® m Paris

Patth'_ﬁ!:‘ﬂups

- @)% 5RO B DAM| KR E| & P & | dowsadCenter [Engish ==
El

@ Mew Patch Graup...
Scan With

| QuickScan fid l
Favaorites &)

ﬁ New Favorite... BeginiScan

Description .
Performs a scan against a group of
rachines that represent a 'smaller
view of your actual network
environment. Please add the
approptiate rmachings to this group
that will supply Patch Authority Plus
with the differant machine types that
are typically seanned an your

.ﬁ New Deployment
Template...

@ Standard

for both desktops, servers and
server applications
Show All | Hide All | Tools
Machi .
ediinee) Figure 14
Domains (&)
Add Domain:
Browse Network | Import From File | Link File | Remove All Domains

&5 SCRIPTLOGIC

At R

oOrganizational Units (&)

Add ouU:
Browse Active Directory | Remove All Drganizational Units

. ‘ network,
Patch
Information Group E-Mail Options

@ OU=Paris,DiC=scriptlogic,DC=local

Li‘i @ _:h x Include Child ©oUs

Framewaork
+.NET
Framework 1.1
+.NET
Framework 1.1
for Windows
Server 2003
+.NET
Framework 1.1
for Windows
Small Business
Server 2003

+ Access 2000
+ Access 2002 =
+ Access 2003

No E-Mail options applied

Group Credentials
Mo credentials applied [

Add IP Range:

= 10.10.11.190-10.10.11.204

IP Addresses / Ranges (5

Add IP Address: ¢ ¢
Import From File | Link File | Remove All IP Addresses

10, 1o, 11, 226 - (3)
10, 10, 11, EEE

Import From File | Link File | Remowve All IP Ranges

AEE 4

+ BizTalk Server

CONCLUSION

Because GLBA does not specify how to implement controls
to protect customer financial information, organizations will
utilize different tools and processes to achieve compliance.
Protecting customer information requires a proactive
assessment and enforcement of security controls in Active

Directory, on servers and on desktops, as well as a reactive
assessment of those same imposed controls to ensure their
effectiveness. ScriptLogic solutions give administrators the
tools they need to assess, assign and audit security in
Windows-based networks.

For more information, contact Scriptlogic at: www.scriptlogic.com | 1.800.424.9411 | 1.561.886.2400
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