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ENTERPRISE SECURITY REPORTER®

Enterprise Security Reporting Made Easy

Enterprise Security Reporter is a powerful, agent-less reporting solution used for auditing,
analyzing and reporting on security in Active Directory, Windows file servers, SharePoint and
SQL Servers across your enterprise. Compliance assessments and security reviews are easily
performed with predefined and customizable reporting tools. Administrators can analyze file
security, group memberships, permissions, and other network security settings to demonstrate
compliance with internal/external regulations and examine who has access to what, and what
permissions have been changed.

New Feature highlights
*NEW* PCI Compliance Reporting

The Payment Card Industry Data Security Standard (PCEDSS) was developed for any
merchants who store, process or otherwise have access to cardholder nformation. Determining
who has access to a particular file server, controlling the addition, deletion and maodification of
data, as well as effortlessly reporting on permissions are all requirements of PCI-DSS

Enterprise Security Reporter has designated reports packs to address industry standards such

as the Health Insurance Portability and Accountability Act (HIPAA), SarbanesOxley (SOX) and
new with version 3.7, Payment Card Industry Data Security Standard (PCI-DSS).
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ﬂ':] HIPAA Compliance Reporting

=7 PCI Compliance Reparting

- Build and Maintain a Secure Network

EI--..,:_| Implementing Strong Access Control Measures

Iél--.;| Requirement 7 - Restrict access to cardholder data by business need to khow

I_;—_I--~L:| 71 - Limit access to computing resources and cardholder information only to thoze individuals whose job requires such access
EE}--..L‘_'J 7.1.1 - Restriction of access rightz to privileged uszer |Ds to least privileges necesszay to perform job responsibilities

~[#] &I Folder Permissions Report

- [#] &I Permissions Report

- [#] &l Permiszsions Under File or Folder

~[#] Al Pemmissions Under Share

-[#] SharePoint - &l List and Folder Permizsions On Site

-[#] SharePaint - Al Permizsions On Site

|£| SOL - Database Object Permizzions Report

----- [#] SOL - Permissions for Selected Database Objects

"u,:l 7.1 - Limit access to computing rezources and cardholder information only to those individual: whose job requires such access
--.;_'J Requirement 8 - Azzign a unique D to each perzon with computer access

--..,:_| Regularly Monitar and Test Hetworks

LT 50 Comphance Reparting

-l Computer Reports

@ Deltas - Snapshot Comparizon Reports
&[] Dizcovery Repoits
ﬂ':j Domain Reparts

60 reports are included in the new PCI Compliance report pack, including reports for domain
user and group membership information as well as security reports for file servers, SharePoint,
and SQL Servers. The reports are organized under the designated legislation for each mandate
making it easy to find specific reports based on your compliance/auditing requirements .

*ENHANCED* SharePoint and SQL Server Permission Reports now Include Group
Membership Sub-Reports

All SharePoint and SQL Server permissionreports now provide the option to include group

membership sub-reports. The group membership sub-report will expand the group members

for all groups that are referenced in the report. In addition to expanding SharePoint groups
and SQL database role membeaship, ESR will also expand the membership of all AD and local
server groups that are nested within.

The SharePoint and SQL Server effective permission reports will now also display when a

particular user or group has access to an object based on nested group membership within a
SharePoint group or SQL database role.
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Get a complete view on
SharePoint or SQL Server

security in one
comprehensive report. The
difficult task of

understanding who can
actually access a resource is
made easy by expanding out
all nested groups including
AD and local server groups
that are nested within
SharePoint groups or SQL
database roles.
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Group Membership Subreport

member test group (QATEST'member test group)
full_nameZ2 {logon_name@ogatestlocal
MOSS Service (MOSSSve@ogatest.local)
QATest Service (gasve@oatestlocal)
FHP Test 1 (sxptest! @oatest.local)
suptest 3 (sxptesti@oatest.local)

Accounting Members
Aaron Aumiller {migratedaaumillergoatest locah
Alberto Avalos (migratedaavalos@gatestlocal)
Alexander Ames (migratedaames@oatest.local
Anthony Asher{migratedaasher@oatest.local
Armstrong Atwell (migratedaatwell@ogatest. local
Arthur Alterwisher (migratedaalterwisher@oatest.locah
Barry Bidweell (migratedbbidwell@oatest.local
membertestaroup (GATESTWmembertest groum

Accounting Owners
MOSS Service (MOSSSve@ogatest.local)
MOSE Userimuser@gatest.local

Custom Accounting Group
Burton Blanton (migratedbblanton@oatest.local
Calvin Cooke {(migratedccooke@oatest.local
Charles Clendenen (migratedcclendeneng@oate stiocal
Charles Cope (migratedccope @gatest local
Viewers

TR PSR S Y PV o N ol el T W (FPUR-PUURE Y WY S

SQL Foles

ESR3_Administrator_Role
ESR3_Administrator

ESR3_Reporter_Role
ESR3_Reporter

Windows Groups

Role and Group Membership Subreport

WQA-2K3-SOL5-1'ESR3_Administrator
membertestgroup (QATESTImembertestgroup)
SHP Test1 (sxptest! @oatest.local)

WQA-2K3-SAL5-1'ESR3_Reporter
5-1-5-B6-G159994R2-62705297-201 1207 457-5905657 2
IBEB589337

member test group (QATEST'member test group)

SXP Test1 (suptest! @gatest ocal)
sxptest 3iswptesti@aatest local)
full_name2 {logon_name@gatestiocal
MOSS Service (MOSSSveDgatest lacal)

PV R G RRP = Y SRy

|
“
QA-213-50L5-1ESR 3_Administrator Group ’
Q42K 3-500L8-1"ESR3_Reparter Graup 9
Group y
Jser /
«
User
User "
User -»
User ’
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What 6s New

*NEW* New Server Security and Domain User Reports

Page4

Three new reports have been created specific to file server and SharePoint security and domain

user information.

New SharePoint report
that  highlights  all
permissions on a site
that are assigned to
accounts other than the

three built-in
SharePoint groups
(Owners/Members/
Visitors).

New domain user report
displaying the date and
time an account was
created. Account
creation date value can
also be added to other
domain user reports as
well.

New file server
permission report that
groups all user

permissions to a
specific directory based
on the permission type
(ex all users that have
Full Control, Modify,
Read).

SharePoint: Site ltem Permissions Report

100272009 4:32:32(

Type Item
Account

Permission Level g.

Selected Sitefs)
hitpdiwebapo qatest focal site s accoundng
hitpdwebapp). qatest loca¥sites'sakes

http:/iwebapp1.qatest.local/siktesaccounting
http ftwvebappl gatest localistesfaccounting

List Announcements
Custom Accounting Group
bob barker (bharkeri@oatest local)
Administrator (BATESTWAdministrator)

migratedalberto Avalos (migratedssyalos@oatest oo

Discovery Date: 10/8/2009 3:15:49
Inherited
Cortribute
Full Cortrol

Limited Access
Limited Access
imed Acces:

Account Creation Date Report

1052372009 3:18: 42

Account

Creation Date

Selected Domaln(s)
gatest gl

qatest.local

Administrator (GATESTWAdministrator)
Backslash User 1 (buser! @gatest local
boh barker (bbarkeri@gatest local)

boh zanders (hzanders@gatest locs)
Cloned Accourt 1 (cloned @gstest local)

mars (d ISE es‘t.loc
'L-\J

Dizcovery Date:

TAS2007 34755 PM
85312007 7:31:34 PM
T1A 302007 71239 PM

>
?
2
10/22/2009 3:51:08 (
¢

1141202007 6:45:04 PM

Bf2352009 1:45:54 P

B/352007 & 53 09 PM
. M."N‘““M“““ r"\ '-han"k

Unique User Permissions Under Folder

1042372009 415 25

Path Permissions

Account

QA-2K3-WEB-1.qatest.local

C:itest
Allow Full Control

Administrator (SATESTWAdministrator)
MOSE Service (MOSSSvci@gatest local)
MOSE User (muserg@eatest local)
QATest Service (gasvo@yatest locsl)
Service Account 2 (saccount2Egste st loc)
SHP Test 1 (sxptest @yatest Jocal)
sxptest 3 (sxptesti@gatest loca)

Dizcovery Date: 10/23/2009 3:05: 25
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*NEW* Group Membership Sub-Report Customization

Group membership sub-reports can optionally by appended to any permission report in
Enterprise Security Reporter, making it easy to determine all accounts that have access to a
specific resource through nested group membership. ESR 3.7 enhances this capability by
allowing users to easily customize the information that is displayed in these sub-reports.

¥ ESR3: Reporting Console Settings 5]

i~ Group Membership Subreport Designer:
@ Database

Group Membership Subreport Designes
Group Membership...

e

Group membership sub-reports can
now be customized to display
additional account attributes and

Select Fields I Exclude Group Members | Edit Subreport Layaut |

- Group |s Security Enabled _:I
-7 [T] Group Managed By
[T Group S4M Account Domain

exclude specific group members from
the report (ex Domain Users group).
The sub-report format can also be
customized through ESR's intuitive
report designer.

[ Group S4M Account Name
[ [T Group Display Name

- Group Full Name

-7 Group Comment

-] MemberdccountScope

= i Member Distinguished Name

[ [] Member Account SID
[T Member Account Type
= Member |s Domain Member

[ Member Is Security Enabled
[ [] Member Managed By

B ESR3: Report Designer [Group Membership Subreport] il - |0 X
File Edit Report
DU B 20| @i e s S| e 0|2 05805 e d & 2 2o @E%%
- - CExEe suEEEE] b e
T e T A T A T W
R Pointer JEI ReportHeader - Unlicensed ActiveReports Designer. Requires ProEdition AccountlsDisabled
4o Label = GloupApcoun!Scope
- Group Membership Subreport GroupDisplayName
ab| TextBox 5 MemberDisplayName
[V CheckBox = [=] PageHeader
[&4 Picture =| & ghGroup
[ Shape - Group
\ Line f] El £ Detail
B= RichTextBox - Mernber
% Subreport fl [l GroupFootert
=] Jont
= PageBreak =| &l PageFooter Report EO St
EI- MainReport
(i Barcode =| = ReportFooter = ReportHeader
= PageHeader
E
ScriptLang C#
[ Data
DatatMeml ReportDats
DataSourg System.Dal ¥

*NEW?* Platform Support and Performance Enhancements

Enterprise Security Reporter 3.7 adds full support for discovering and installing the product on
Windows Server 2008 R2 and Windows 7 operating systems. The discovery and reporting
databases are now supported on SQL Server 2008. Enhancements made to the discovery
database have signficantly increased the query performance for many reports.
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Summary

Enterprise Security Reporter 3.7 adds a number of features that help enable administrators to
meet their compliance and reporting needs more effectively. This release offers a number of
enhancements to the SharePoint and SQL Server security reporting capabilities as well as
enhancements to the database providing for improved reporting performance. The new PCI
Compliance report pack maps 60 reports to the corresponding PCI legislation, making it easy to
find reports based on your compliance requirements.

In conjunction with File System Auditor and Security Explorer, Enterprise Security Reporter 3.7
provides a complete solution for bringing a file server int o compliance. Ask your reseller or

ScriptLogic representative about our File Server Compliance Solution, which combines all 3
products at a significant discount.
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