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Whatôs New in Enterprise Security 
Reporter 3.7? 

 

 
 
 

Enterprise Security Reporting Made Easy 
 
Enterprise Security Reporter is a powerful, agent-less reporting solution used for auditing, 
analyzing and reporting on security in Active Directory, Windows file servers, SharePoint and 

SQL Servers across your enterprise.  Compliance assessments and security reviews are easily 
performed with predefined and customizable reporting tools.  Administrators can analyze file 
security, group memberships, permissions, and other network security settings to demonstrate 

compliance with internal/external regulations and examine who has access to what, and what 
permissions have been changed. 
 

 
 

New Feature highlights 
 
*NEW* PCI Compliance Reporting 
 
The Payment Card Industry Data Security Standard (PCI-DSS) was developed for any 
merchants who store, process or otherwise have access to cardholder information.   Determining 

who has access to a particular file server, controlling the addition, deletion and modification of 
data, as well as effortlessly reporting on permissions are all requirements of PCI-DSS. 
 

Enterprise Security Reporter has designated reports packs to address industry standards such 
as the Health Insurance Portability and Accountability Act (HIPAA), Sarbanes-Oxley (SOX) and 
new with version 3.7,  Payment Card Industry Data Security Standard (PCI-DSS).   
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60 reports are included in the new PCI Compliance report pack, including reports for domain 
user and group membership information as well as security reports for file servers, SharePoint, 

and SQL Servers.  The reports are organized under the designated legislation for each mandate 
making it easy to find specific reports based on your compliance/auditing requirements . 
 

 
 
*ENHANCED* SharePoint and SQL Server Permission Reports now Include Group 
Membership Sub-Reports 
 
All SharePoint and SQL Server permission reports now provide the option to include group 
membership sub-reports.  The group membership sub-report will expand the group members 

for all groups that are referenced in the report.   In addition to expanding SharePoint groups 
and SQL database role membership, ESR will also expand the membership of all AD and local 
server groups that are nested within.  

 
The SharePoint and SQL Server effective permission reports will now also display when a 
particular user or group has access to an object based on nested group membership within a 

SharePoint group or SQL database role. 
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Get a complete view on 

SharePoint or SQL Server 
security in one 
comprehensive report.   The 

difficult  task of 
understanding who can 
actually access a resource is 
made easy by expanding out 

all nested groups including 
AD and local server groups 
that are nested within 

SharePoint groups or SQL 
database roles. 
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*NEW* New Server Security and Domain User Reports 
 
Three new reports have been created specific to file server and SharePoint security and domain 

user information.   
 
 
New SharePoint report 
that highlights all 

permissions on a site 
that are assigned to 
accounts other than the 

three built -in 
SharePoint groups 
(Owners/Members/ 

Visitors).  

 
 
 
 
 
 

New domain user report 
displaying the date and 
time an account was 

created.  Account 
creation date value can 
also be added to other 

domain user reports as 
well. 
 
 
 
 
 
 
New file server 
permission report that 

groups all user 
permissions to a 
specific directory based 

on the permission type 
(ex all users that have 
Full Control, Modify, 

Read). 
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*NEW* Group Membership Sub-Report Customization 
 
Group membership sub-reports can optionally by appended to any permission report in 

Enterprise Security Reporter, making it easy to determine all accounts that have access to a 
specific resource through nested group membership.  ESR 3.7 enhances this capability by 
allowing users to easily customize the information that is displayed in these sub-reports. 

 
 
 

 
Group membership sub-reports can 
now be customized to display 

additional account attributes and 
exclude specific group members from 
the report (ex Domain Users group).  

The sub-report format can also be 
customized through ESR's intuitive 
report designer.  

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
*NEW* Platform Support and Performance Enhancements 
 
Enterprise Security Reporter 3.7 adds full support for discovering and installing the product on  
Windows Server 2008 R2 and Windows 7 operating systems.  The discovery and reporting 

databases are now supported on SQL Server 2008.  Enhancements made to the discovery 
database have significantly increased the query performance for many reports.   
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Summary 
 
Enterprise Security Reporter 3.7 adds a number of features that help enable administrators to 
meet their compliance and reporting needs more effectively.   This release offers a number of 
enhancements to the SharePoint and SQL Server security reporting capabilities as well as 
enhancements to the database providing for improved reporting performance.  The new PCI 
Compliance report pack maps 60 reports to the corresponding PCI legislation, making it easy to 
find reports based on your compliance requirements. 
 

In conjunction with File System Auditor and Security Explorer, Enterprise Security Reporter 3.7 
provides a complete solution for bringing a file server int o compliance.  Ask your reseller or 
ScriptLogic representative about our File Server Compliance Solution, which combines all 3 

products at a significant discount. 
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